General Data Protection Regulation (GDPR)/ Data Protection Act 2018 (DPA)

Subject Access Requests (SAR) – Quick Guide

The Council is committed to providing people access to information whenever possible and appropriate. The GDPR in connection with the DPA gives people the right to receive a copy of their personal data.  This is called a subject access request (SAR).  We must provide the individual with his or her personal data unless some or all of the personal data can be withheld because the Right of Access has been restricted.

Please note that a subject access request is different from data sharing with someone.  Data sharing is where the Council is sharing information (possibly including personal data of other people) with someone in connection with the Council’s functions and there is a justifiable reason which is compliant with the requirements of the GDPR/DPA. Information sharing | myWorks (Information Sharing Flowchart)

Learning
There are learn online courses in relation to Data Protection, Subject Access requests and Data Sharing which all employees should complete and use in conjunction with this quick guide. 

Quick Guide
Subject Access Requests do not require to be made in writing.  However, it is beneficial to ask that the request is made in writing to be sure that you understand exactly what is being asked for. When a Subject Access Request is received at the local office, the worker should: -
· Forward the request to the Directorate Support Team to enable it to be acknowledged and logged.  
· If the service user has an allocated worker this is the person who will complete the task.  If there is no allocated worker, the request will be allocated to the Fieldwork Manager/Team Leader who will decide who will carry out the task.
· Administrative staff within the local office can assist with retrieving files and making a copy for the worker to go through.
· TIMESCALES - There is a legal requirement that information must be released within 30 calendar days from receipt of the request.  However, when allocated the deadline will be 20 calendar days which allows time should there be any issues which require further investigation or if further advice needs to be sought (i.e. from Legal Services).  The Council has set a target of 90% of requests to be issued on time.  This figure is reported to the Corporate Management Team (CMT) and is part of the Resource plan.  Each Resource is held accountable for getting the requests issued on time.
· Once the files have been retrieved, the allocated worker is required to go through the file and identify any information provided by a third party about the data subject (e.g. a teacher) and any third-party information (information about someone else).  
· If there is a requirement to contact third parties in order to gain consent to release information they have provided, this should be done as soon as possible.  A deadline of 7 days should be given to the person.  However, please be mindful if it is during the school holidays and you are contacting a teacher.  You may need to give them slightly more time or if it is during an extended holiday period (i.e. Summer) then you should send the request to the following generic basket: education@southlanarkshire.gov.uk.  If the person does not wish the information to be released, they must provide the appropriate exemption.  It may be the case that rather than writing to third parties enclosing copies of the relevant documentation, a telephone call or Microsoft Teams meeting to them would be advantageous in terms of timescales.  If no consent is given, then a decision should be made by the allocated worker, in conjunction with their manager, whether the information should be released.  Workers should note that where the personal data relates to information provided by a health professional and relates to the clinical care of the individual, the Resource must first consult the health professional to see whether giving the personal data out would be likely to cause serious harm to the physical or mental health or condition of the individual or any other person.
· It should be noted that not everything which mentions a person’s name will be their personal data and needs to be sent to them in response to a SAR.  To be personal data it must say something about the individual. For example, look at these notes which appear in Mary Smith’s (the data subject) file:
· “Social worker met with Mary today to discuss her home care needs and Mary agreed that three days would be sufficient at present”
· “Social Worker invited Home Care organiser to a meeting to discuss Mary’s home care”
Only note 1 is personal information and should be provided. However, if note 2 was contained within a record with other personal information then it can be released if you are happy to do so.
· When going through the file, consideration should be given to any relevant exemptions.  The most common exemptions used are third party information and would cause harm or distress (see full procedure on the intranet or contact Directorate Support Team for further guidance if required).  This information should be redacted, and a note made why.
· REDACTIONS -For electronic documents you can use the Rapid Redact tool (there is a learn on line course for guidance). If the information is a word document, you can use the black highlight function. However, if it is paper files, the most common way to redact it is to copy the file single sided and using a black permanent marker score through the information. 
· When the file has been checked and redacted, a copy of the completed file should be made and this is what is sent to the service user. There should also be a copy held within the local office.  This will be of assistance in the event of any further Subject Access Requests for the data subject or if there are any questions in relation to the information which has been or has not been released.
· It is good practice to contact the requestor to advise them their file is ready and confirm how they would like to receive it (if this has not already been stipulated by them).  If they wish it sent by post, you MUST check the address where it has to be sent. There is no requirement for individuals to come into the office to collect files. 
· When releasing the information, a covering letter MUST be attached which details what information has been provided (for example, copy of a case file, minutes of meetings, letters etc).  If there is information which has not been provided and an exemption or exemptions have been used, then this should be explained.  There are template letters available on the intranet .Style letters - Data protection | myWorks . If you wish assistance to use these then please contact the Directorate Support Team.  If information is not being collected or hand delivered, then it should be sent either recorded or special delivery.

Directorate Support Team: -
Wendy Cranston, Team Leader (Performance, Governance and Planning
Jacqueline Millar/ Lisa Cambridge, Administration Officer
Stacy Leitch, Administration Officer
Lesley Stein, Administration Assistant 

