Data Protection Act 1998
Categorisation of Computerised Personal Data
Background

Following some debate over what constitutes “personal data” under the Data Protection Act 1998, this note has been prepared to give a brief synopsis of what the Act says so that the issues can be clarified. 

“Personal data”

This is information which relates to a living individual who can be identified –

1) from that information, or

2) from that information and other information which is in the possession of, or is likely to come into, the possession of the Council.  This includes any expression of opinion about the individual and any indication of the intentions of the Council or any other person in respect of the individual.

So there are two tests to be met

· Does the information identify a living individual and

· If so does that information “relate” to the individual concerned?

Identification of Individuals

The Data Protection Act deals with a situation concerning the relationship between the person whose data it is and the person with the information (“the data subject” and “the data controller”) and considers the meaning of personal data from that aspect. Clearly if the information is a personal identifier such as a name, then it would fall into this category but sometimes it is not so clear. It may be the information itself may not identify an individual but if linked to other information then that combination of the information means that the information can be used to identify a person. In that case both pieces of information fall into this category. 

“Relating to” an Identified Individual

It is not enough just to be identified the information must relate to the person concerned.  To do so, in order for the information to be “personal” to an individual it needs to fall into one of two categories - 

1.
the information must be biographical in a significant sense; and/or

2.
have the individual as its focus.

So that in each case disclosure of the information would affect his/her privacy (whether in his/her personal or family life, business or professional capacity).

The important issue is over the privacy of the individual.  Where privacy is not affected then the information cannot fall into the definition of “personal data”.

Therefore, any information which does not affect an individual’s private life cannot be “personal data”. 
The Data Protection Act gives rights of access to effectively all “personal data” no matter how held by there are sometimes differences in how the Act obliges the Council to deal with information and the exemptions in relation to disclosing it under the 1998 Act. These differences arise from how the personal data is held and in this respect there are 5 categories of “data”.

The Categories of “Data”
There are 5 categories of data which are caught by the Data Protection Act 1998. In terms of the Act “data” means information which

(a) is being processed by means of equipment operating automatically in response to instructions given for that purpose

(b) is recorded with the intention that it should be processed by means of such equipment

(c) is recorded as part of a relevant filing system or with the intention that it should form part of a relevant filing system

(d) does not fall within paragraph (a), (b) or (c) but forms part of an accessible record as defined by section 68 of the Act (Education, Social Work and Housing records); or

(e) is recorded information held by a public authority and does not fall within any of paragraphs (a) to (d)

The debate has centred on whether information held electronically i.e. on c:drives, servers etc falls within category (a) This note will look at that issue. It will not look at any other categories of data.

Category (a) - “Processed by equipment operating automatically in response to instructions”

There is no definition within the Act of this phrase. However it appears that there are 2 issues
1) Is the information being processed by the equipment (Question 1) and

2) Is the equipment operating automatically in response to instructions (Question 2)?

The answer to both of these questions must be yes to allow the information to fall into this category

Question 1 - Processing
“Processing” is defined in the Data Protection Act 1998. It means, in relation to information or data, obtaining, recording or holding the information or data or carrying out any operation or set of operations on the information or data, including-

a) organisation, adaptation or alteration of the information or data

b) retrieval, consultation or use of the information or data

c) disclosure of the information or data by transmission, dissemination or otherwise making it available, or

d) alignment, combination, blocking, erasure or destruction of the information or data

This is a very wide definition ranging from obtaining data and holding the information to using of the data or the information contained in the data. Therefore merely holding and retrieving the data is processing. So data recorded on a PC would meet this wide definition.

In relation to data held by the Council, given such a wide definition of processing, all that is necessary to meet the test is that the data is held. However it is unlikely that that is all that the information is used for. The Council and its officers will be accessing this information in connection with its functions and their work. All of this is processing on behalf of the Council. Once the Council’s purposes (including any retention periods) are satisfied then the information is deleted.

Question 2 – “operating automatically in response to instructions”
There is no definition of this phrase in the Act. However the key would be whether the “processing” is being done automatically on instructions i.e. without human involvement. To be clear, we are not looking at the human involvement in giving of the instructions by use of a keyboard but the action requested. Is that action automatic? If it is not then the data will fall into category (e) rather than category (a). 
In relation to all electronic data held by the Council, the data is saved and opened by officers using instruction provided to the operating system. The instruction is to Save/Save as or open or even delete and the system does so. This in itself is sufficient for the data to fall into category (a). 

Example

Here is an actual example from a court case in 2006. 
A doctor was compiling a risk assessment for a renewal of membership of a professional insurance body. In doing so the doctor had to look at a number of different files opened on the individual whose membership was being considered for renewal. 
The doctor reviewed some or all of the files which may have been in either electronic or manual files, providing a summary of the files looked at, findings of her review by scoring and adding personal observations. She did so by filling in a blank sheet on a computer. Using this data it was decided that the membership would not be renewed.

This triggered an extensive legal case which was resolved earlier this year. Part of the argument advanced by the individual was that his personal data had been processed unfairly.

The court had to decide whether the Data Protection Act applied before considering whether there had been a breach and any compensation etc. 

The Court decided that there was a manual and automatic processing of personal data. The manual part was the search through the paper files. The automatic part related to the putting of the selected data into the computer created document i.e. the form. All of these were steps in the same process which ultimately led to data being put on to a computer system so the category (a) applied. Also the actual selection of the information to be put on to the computer amounted to “processing” as well and so could be looked at under the Data Protection Act in relation the Data Protection Principles particularly the First Principle – Fair and Lawful Processing. In other words was the summary of the data from the files fair?

However for the purposes of this note the issue is that the data contained in a computer generated form was category (a) data. 

Category (b) - “Intention to be Processed by equipment operating automatically in response to instructions”

This means information held in a manual i.e. paper form but is intended to go onto automatic processing system.

Category (c) - “Recorded as part of a relevant filing system or intended to recorded as part of such a system”

This is a manual i.e. paper filing system

1) In which the files are structured or referenced in such a way as to clearly indicate at the outset of the search whether personal data is held within the system, and, if so, in which file or files it is held; and
2) Which has a sufficiently sophisticated and detailed means of readily indicating whether and where in an individual file or files specific personal data can be readily located 

Explanatory examples

A Council operates a Customer Service Centre for members of the public. Its records are kept in paper form i.e. not on a computer. There are two sets of files kept in relation to enquiries. 

The first set of files all contain common categories of indexed or sub-divided information about that particular customer: contact details, details of requests made and any services provided to that person. The files are structured in such a way so as to enable particular information about each customer to be accessed in order to provide better customer service. This is a relevant filing system.

The Council have also other sets of files relating to customers relating to requests for services made. However these files are merely kept in date order. In order to find any specific information in respect of any particular customer, an officer would need to manually search the file. This is not a relevant filing system.

Category (d) - “Recorded as part of an accessible record”

These are records held by Housing, Social Work and Education in relation to prospective, current and past users of their services. This information does not need to be structured in any way.

Category (e) - “Any other recorded information”

As the title suggests this is information held by the Council which is not held on a computer, relevant filing system or accessible record. It does not need to be on a structured file.
