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Introduction

South Lanarkshire Council owns and operates CCTV systems for the purpose of preventing and detecting crime, enhancing Community Safety, protecting its property assets and the creation of a safer working environment. 

Legislation covering the use of CCTV systems is provided by The Data Protection Act.  South Lanarkshire Council’s CCTV Code of Practice acknowledges the principles of the Act and replaces all previous council documents regarding the installation, use and management of CCTV systems.

This Code of Practice also follows the recommendations set out in the revised Information Commissioners Code of Practice for the operation and management of CCTV in relation to:-
· Compliance

· Image quality

· Reassurance

South Lanarkshire Council utilise CCTV systems for:-
· Public space monitoring and

· Protecting general services properties
· Anti Social Investigation purposes 
The use of Standard Operating Procedures will provide guidelines and instructions on the management and control of these CCTV systems and effectively standardise administration and operating practices in relation to the differing purposes of CCTV systems owned and operated by South Lanarkshire Council.

1.
Purpose statement

1.1
This Code of Practice covers the operational use and management of all CCTV systems owned and operated by South Lanarkshire Council.
South Lanarkshire Council has a legal requirement to ensure that its CCTV systems are effective and appropriate to their purpose.  Where either a CCTV camera or system is deemed to be no longer suitable for the purpose, it should be decommissioned and removed to ensure that any risks associated with its retention are minimised.
1.2
The installation and retention of CCTV systems shall be subject to analysis provided by the CCTV Development Advisor, who will advise on the appropriateness of any existing or proposed CCTV system.
1.3
The control of personal information gathered by any CCTV system will at all times be managed in accordance with the South Lanarkshire Council CCTV Code of Practice and associated standard operating procedures.
1.4
All images gathered by CCTV systems operating under this Code of Practice will be retained for periods suitable to their purpose and the needs of South Lanarkshire Council:-
· Public space monitoring - 15 days

· Systems within general services properties - 7 days

· Systems used for Anti Social Investigation – 5 days

1.5
All CCTV systems owned and operated by South Lanarkshire Council will be subject to an effective and appropriate maintenance programme.

1.6
It is a legal requirement to have signs prominently placed at the entrance to, and throughout zones where CCTV systems operate. This is to ensure persons entering these zones are aware that CCTV cameras are in operation.

Appendix ‘A’ shows the signage used by South Lanarkshire Council for CCTV purposes.
1.7
All staff involved in the operation or management of CCTV systems will receive appropriate training to ensure that are conversant with procedures in relation to:-

· Recording and retention of Images

· System management

· Information requests

2.
Roles and responsibilities

2.1
All CCTV systems owned by South Lanarkshire Council will be used on a day to day basis by operational staff either employed or nominated to perform this task as part of their duties. 
2.2
Staff employed or nominated to use CCTV systems will receive appropriate training and the name and designation of such person(s) will be included in the individual local operating procedures document for each CCTV system.
2.3
Staff employed or nominated will carry out all operational functions associated with the daily use and control of the CCTV system and will perform those tasks in accordance with the South Lanarkshire Council Code of Practice on CCTV and associated operating procedures.
2.4
All CCTV systems owned by South Lanarkshire Council will be supported by the CCTV Development Advisor who will provide advice/assistance to local staff and managers involved in the operation and use of CCTV systems.
2.5
To ensure that CCTV systems are being operated in accordance with the South Lanarkshire Council Code of Practice on CCTV and associated operating procedures the CCTV Development Advisor will carry out bi- annual audits of all systems.
2.6   On occasion South Lanarkshire Council may use the services of approved specialist contractors to deploy CCTV hardware for anti social investigation purposes any such contractor will operate in accordance with the South Lanarkshire Council Code of Practice on CCTV and associated operating procedures.

3.
Management of systems
3.1
All CCTV systems owned and operated by South Lanarkshire Council CCTV will be managed in accordance with the South Lanarkshire Council CCTV Code of Practice and associated Standard Operating Procedures.
3.2
All CCTV systems owned and operated by South Lanarkshire Council will be registered with the Information Commissioner’s Office. 
3.3
All CCTV systems owned and operated by South Lanarkshire Council will be subjected to a bi –annual audit. 

3.4
The audit process will be carried out by the CCTV Development Advisor in accordance with the framework outlined in Section 6 of this Code of Practice.  
The purpose being:-
· To ensure the CCTV system is in effective working order 

· Confirm that operating procedures are being met.
· Identify any training issues required by staff.

3.5
A central register of all CCTV systems owned and operated by South Lanarkshire Council will be maintained by Housing & Technical Services on the INFOPROP system.

The following information will be recorded:-
· Total number of cameras both internally and externally 

· Recording format

· The number of monitors and their location

· The age of the system and the type of maintenance regime in place

It will be the responsibility of each Resource to ensure that all information retained on the register is pertinent, current and accurate.
3.6
Forms CCTV 1 and form CCTV 4 will be used by all non public space CCTV systems in relation to their operational use.

Forms CCTV 1 and CCTV 4 are shown in Appendices ‘B’ and ‘E’.
3.7 A central register of all CCTV hardware used for anti social investigation purposes will be maintained by the Joint Problem Solving Team.
3.8 A register of all approved contractors involved in the deployment and installation of CCTV hardware used for anti social investigation purposes will be maintained by the Joint Problem Solving Team.
4.
Continuing use of CCTV

4.1
Using CCTV can be privacy intrusive as it is capable of recording the movements of private individuals going about their legitimate day to day business careful consideration is required before a CCTV system is installed.
4.2
A CCTV requirement survey will be carried out to ensure that any benefits that may be gained by its installation are considered objectively in relation to any potential impingement on people’s privacy.
4.3
A CCTV requirement survey is designed to provide an objective appraisal on the effectiveness of a CCTV system. The process examines the following key areas in relation to CCTV operation:-
· Purpose

· Operational use

· Sustainability

· Where necessary the age and technical condition of the equipment

· Why is the system/camera required

· What is the system/camera used for 

· How is the system/camera be used

· Who benefits from the use of the system/camera 

· When is the system/camera  used

Through detailed analysis of the above criteria, validation or justification for the installation or retention of either a CCTV system or camera can be created.

4.4
The legislative compliance issues associated with the continued use of ineffective cameras or defective CCTV systems are significant. It is essential that CCTV systems or cameras which provide poor quality images or are continually failing through breakdown are identified.

4.5
Where doubt exists as to the technical health or operational effectiveness of either a CCTV system or an individual camera a CCTV requirement survey should be carried out as soon as is practicable.
4.6
All CCTV requirement surveys will be carried out by the CCTV Development Advisor in conjunction with the local system responsible manager.
4.7 All CCTV hardware used for anti social investigation purposes will be deployed in accordance with the requirements of the appropriate legislation.   

5.
Maintenance of system
5.1
Under the legislative requirements of the Data Protection Act, all CCTV systems must be subject to a regular maintenance programme.
5.2
The legislation is not proscriptive on the level of maintenance required merely indicating that it is a legal requirement by posing the question – 

“Has a regular maintenance regime been set up to ensure that the system continues to produce high quality images”
5.3       In order that South Lanarkshire Council can comply with the legislative requirements of the     

            Data Protection Act appropriate arrangements will be put in place to provide maintenance 

            to all CCTV systems owned and operated by the council. 

5.4
Each CCTV system will be subject to a maintenance programme carried out by a suitably qualified contractor to the following standards:-
· Minimum of 2 service inspection visits per year

· Cleaning and checking the operation of cameras

· Checking and testing of the cabling infrastructure

· Cleaning and checking of the monitoring and recording hardware

· Reporting of any faults which could impair the effective operation of the system

· Response procedures to rectify faults

5.4
Where a CCTV system uses VHS or SVHS video tapes for recording purposes, all tapes should be replaced annually and checked regularly for damage.
5.5
Administrative processes and procedures relating to the maintenance of CCTV systems, including roles and responsibilities are outlined in the standard operating procedures Template.
5.6
Form CCTV 2 is to be used to record activity relating to faults on security CCTV systems. 
5.7
Advice on CCTV maintenance issues can be provided by the CCTV Development Advisor.

5.8      All CCTV hardware used for anti social investigation purposes will be tested and checked 
           to ensure that the individual components are fit for their intended purpose.

6.
Bi - Annual review / audit process
6.1
All CCTV systems owned and operated by South Lanarkshire Council will be subjected to a bi- annual review.
6.2
The review will examine the following areas of CCTV operation:- 

· Ensure that all the cameras are working and appropriate to the purpose 

· Cameras are secure and protected from vandalism 
· System is being used in accordance with the Code of Practice
· Images are of good quality

· The accuracy of the date/time stamp on the recorded images

· Accuracy of local administrative procedures
· Identify staff training needs 
6.3
All audit visits will be scheduled in advance and carried out by the CCTV Development Advisor with CCTV Form 3 being used for the purpose. 
Form CCTV 3 is shown at Appendix ‘D’. 

6.4
Where doubt exists as to the effectiveness of a CCTV system or any individual camera advice should be sought from the CCTV Development Advisor.

6.5      All items of CCTV hardware used for anti social investigation purposes will be subject to an 

           annual audit to ensure that the hardware provision is compatible with the records relating 

           to their use, deployment and maintenance.

7.
Information requests  

7.1
The Data Protection Act provides for individuals to have the right to view images of themselves, provided the request is legitimate and it does not constitute an unfair intrusion into the privacy of a third party.
7.2
All such requests should be directed in writing to:-
The Chief Executive

South Lanarkshire Council

Council HQ

Almada Street

Hamilton

ML3 0AA

7.3
All enquiries of this nature will be concluded within 40 days. Persons making such requests must provide sufficient details in order that any incident can be identified and located on the individual CCTV system.
7.4
A statutory fee of £10 is charged for enquiries of this nature.
7.5
Administrative procedures relating to subject access requests are included within the standard operating procedures.

7.6
All judgements relating to Information requests will be handled by the Data Protection Officer for South Lanarkshire Council on behalf of individual Resources.

8.
Standard operating procedures - general services properties

8.1
Each CCTV system within individual properties will have in place site specific Standard Operating Procedures addressing the following areas of CCTV operation and management:-
· Purpose and use of the system

· Administration of the system

· Maintenance

· Bi- Annual audit of system

· Staff training

· Information requests

8.2
Local standard operating procedures will comprise a document divided into the following sections:-
1. Description & purpose of system

2. Nominated users  

3. Administration and management of the system
4. Maintenance and fault reporting
5. Information requests

6. Bi - annual audit process  

7. Staff training 

8. SLC CCTV Code of Practice 

8.4
Information on all aspects of the CCTV Code of Practice and advice on the implementation of the Standard Operating Procedures can be obtained from:-
Ian Porteous

South Lanarkshire Council

CCTV Development Advisor

01355 806564

07795 090470

Ian.Porteous@southlanarkshire.gov.uk  

9.
Standard operating procedures - public space monitoring

9.1
The Public Space CCTV system will be operated and managed in accordance with the Code of Practice and utilise dedicated Standard Operating Procedures supported by appropriate guidance notes and information sharing agreements. 
9.2      Standard Operating Procedures for public space CCTV will address the following areas of operation and management;

· Purpose and use of the system

· Local management

· Administration 

· Maintenance

· Staff training

· Police liaison

· Sharing data with external agencies

· Information requests
· Bi – annual review and audit process
9.3
A bi-annual audit will be carried out by the CCTV Development Advisor examining the following areas of operation:- 

· Cameras are effective and appropriate to the purpose 

· Cameras are secure and protected from vandalism 

· System is being used in accordance with the Code of Practice
· The images both recorded and are of good quality

· Effectiveness of information sharing with external agencies
· Accuracy of local administrative procedures
9.4      Public space CCTV development will be carried out in accordance with the guidelines set out in the Scottish Governments Strategy for Public CCTV with coordination of activity related to the addition and removal of cameras being managed by CCTV Development Advisor.
10.
Standard operating procedures – Housing Management

10.1
All Housing Management CCTV systems will have in place Standard Operating Procedures addressing the following areas of CCTV operation and management:-

· Purpose and use of the system

· Local management

· Administration of the system

· Maintenance

· Staff training

· Police liaison

· Sharing data with external agencies

· Information requests

10.3
Local standard operating procedures will comprise a document divided into the following sections:-

1. Description & purpose of system

2. Nominated  users  

3. Administration and management of the system
4. Maintenance and fault reporting
5. Information requests

6. Annual review /audit process  

7. Staff training 

8. Information sharing with external agencies

9. SLC CCTV Code of Practice 

10.4
Information on all aspects of the CCTV Code of Practice and advice on the implementation of the Standard Operating Procedures can be obtained from:-
Ian Porteous

South Lanarkshire Council

CCTV Development Advisor

01355 806564

07795 090470

Ian.Porteous@southlanarkshire.gov.uk  

11.
Standard operating procedures – Anti Social Investigation

11.1
Standard Operating Procedures addressing the points identified in paragraph 11:2 accompanied by associated guidance notes and information sharing agreements will be prepared to reflect the operation needs of South Lanarkshire Council and its partners in relation to the use of CCTV for the purposes of anti social investigations.
11.2
The standard operating procedures relating to the use of CCTV for anti social investigation purposes will address the following areas:

· Purpose and use of the system

· Management

· Administration 

· Deployment process 

· Maintenance  

· Police liaison

· Sharing data with external agencies

· Information requests

11.3
The format of the standard operating procedures will comprise of a binder system containing the various dedicated sections providing instructions and guidance specific to the topic.

The document will be divided in to following sections:-

10. Purpose and use of system

11. Roles and responsibilities 
12. External contractors

13. Administration and management of deployments 

14. Maintenance 

15. Information sharing with external agencies

16. Information requests

17. Audit process  

18. SLC CCTV Code of Practice 

11.4 Due to the unique operating circumstances relating to the use of CCTV for anti social investigation purposes a dedicated set of Operating Procedures will be developed by the Joint Problem Solving Team in conjunction with the CCTV Development Advisor.

11.5 The Standard Operating Procedures will be based on the Code of Practice and follow the template set out in Section 11 of the Code of Practice.
Appendix A                                                     

CCTV signage relating to security CCTV systems


[image: image2.emf]For Further Information Contact

(insert telephone number)


This sign should carry a contact telephone number relating the Resource responsible for the system 

CCTV signage relating to public space systems
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CCTV signage relating to Anti Social Investigation systems
[image: image8.emf]

[image: image3.png]



                                                                                                                                                               Appendix B

CCTV 1          

CCTV Incident log:                                                                                                                   

	Incident 
no

	Date 
	Time
	Brief description of circumstances
	Review of recorded information
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                                         Copy made      
  Name                 Date             Yes/ No
	 Copy disc / tape issued to
Name              Date
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                                                                                                                                                                                           Appendix C                                                                                                                                                      

CCTV 2

CCTV Fault log:

	Fault no

	Description
	Reported  by
	Date
	Time
	Date engineer
 on site
	Result
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                                    Appendix D

CCTV 3

Bi - Annual audit of CCTV system

	Location

 
	


	Date


	


	Item

	Description
	Yes
	No
	Comment
 (if applicable)

	1
	Cameras working correctly and appropriate to purpose 

	
	
	

	2
	Cameras secure and protected from vandalism 


	
	
	

	3

	Recording equipment working correctly and  providing  good quality information
	
	
	

	4
	Monitor(s)  and control equipment working correctly and clean and free from dust / dirt

	
	
	

	5
	All internal and external cameras clean and free from dust / dirt

	
	
	

	6
	Accuracy of date/time stamp on recorded information

	
	
	

	7
	System is being used appropriately and in accordance with SLC CCTV Code of Practice

	
	
	

	8
	Administration process complies with Code of Practice and forms being completed correctly
 
	
	
	

	9
	Maintenance procedures being followed correctly


	
	
	

	10
	CCTV signage in good order and displayed  around  site
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                                                                                         Appendix E

    CCTV 4

    CCTV Tape management Log: 

	Tape No.
	Start Date
	Initials
	End Date
	Initials

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Removal Record

	Date
	Tape Number
	Reason for Removal
	Removed By

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


        This CCTV system is controlled by South Lanarkshire Council
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                 This area is controlled by CCTV cameras 
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