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PROTOCOL FOR USING COVERT HUMAN INTELLIGENCE SOURCE

This Protocol sets out the Council’s Protocols in relation to the use of covert human intelligence sources.  It is in 3 parts.

Part 1 –
the Protocol’s Purpose and Principles – deals with why a Protocol is required and what it requires of officers of the Council.

Part 2 –
how to obtain an authorisation – details the actual Protocol and forms to be used by officers when obtaining, renewing and cancelling authorisations.

Part 3 –
how to make a complaint – details how a person may make a complaint either through the Council’s internal Protocol or externally through the Investigatory Powers Tribunal.

IF THE USE OF A CHIS IS BEING CONSIDERED IT IS ESSENTIAL THAT YOU CONSULT THE HEAD OF ADMINISTRATION & LEGAL SERVICES BEFORE PROCEEDING.
South Lanarkshire Council

Protocol for Covert Human Intelligence Sources

PART 1 – PROTOCOL’S PURPOSE AND PRINCIPLES

1.1 Why Do We Have Protocol?
The objective of this Protocol is to ensure that all use of covert human intelligence sources by council employees or on behalf of the Council is carried out effectively, while remaining in accordance with the law.  It should be read in conjunction with the Scottish Executive's Code of Practice on Covert Human Intelligence Sources ('the Code of Practice') and any subsequent Council policy on this activity.

In some circumstances, it may be necessary for council employees, in the course of their duties, to “go under cover” (or in extreme cases use informers) in order to obtain information on a person’s unlawful or inappropriate activities without that person's knowledge.  By their nature, actions of this sort are potentially intrusive (in the ordinary sense of the word) on some one’s privacy and may give rise to legal challenge as a potential breach of Article 8 of the European Convention on Human Rights and the Human Rights Act 1998 ('the right to respect for private and family life').
The Regulation of Investigatory Powers Act (2000) [RIPA] and the Regulation of Investigatory Powers (Scotland) Act (2000) [RIP(S)A] ('the Acts') together provide
, for the first time, a legal framework for authorising the use of covert human intelligence sources by public authorities and an independent inspection regime to monitor these activities within the United Kingdom.

This Protocol applies in all cases where the use of a covert human intelligence source is being planned or carried out.

Where the surveillance is being carried out by others separate from but on behalf of the Council, the officer instructing the surveillance will be responsible for the seeking of an authorisation from the Council and also for ensuring that so far as possible the investigators comply with the authorisation.

1.2 What is a Covert Human Intelligence Source including use of the Internet?
A covert human intelligence source is defined as a person who establishes or maintains a personal or other relationship with another person for the covert purpose of facilitating anything that:

(a) covertly uses such a relationship to obtain information or to provide access to any information to another person: or

(b) covertly discloses information obtained by the use of such a relationship or as a consequence of the existence of such a relationship.

In terms of the Code of Practice, a relationship is used covertly if, and only if, it is conducted in a manner calculated to ensure that the person is unaware of its purpose. Consequently it is not intended to cover situations where officers of the Council visit premises and make themselves known as officers of the Council and why they are there at the start of the contact with the individual concerned.

Online Surveillance - The use of the internet may be required to gather information prior to and/or during an operation, which may amount to directed surveillance. Although it may be argued as to how anything made publicly available on the internet can be considered private, the view of the Office of Surveillance Commissioners (“OSC”) is that the repeat viewing of individual “open source” sites for the purpose of intelligence gathering and data collation should given protection under RIPSA. In particular this would include social media sites such as Facebook, Twitter etc.

Accordingly whenever the Council intends to use the internet as part of an investigation, the officer concerned must first consider whether the proposed activity is likely to interfere with a person’s Article 8 rights, including the effect of any collateral intrusion. Any activity likely to interfere with an individual’s Article 8 rights should only be used when necessary and proportionate to meet the objectives of a specific case. Where an investigator may need to communicate covertly online, particularly where he or she uses a false persona, for example contacting individuals using social media websites, a Covert Human Intelligence Source (“CHIS”) authorisation may be required.  
1.3 What is meant by a “relationship”?
Similarly there must be a “relationship” which is established or maintained as part of an investigation. What constitutes a relationship is not defined but it is clear that it should be more than merely making contact with the person i.e. test purchases. However it is unclear as to what would constitute establishing a relationship and therefore in cases of uncertainty an authorisation should be obtained.

The use of a source in terms of the Code of Practice is any action to induce, ask or assist a person to engage in the conduct of a source or obtain information by means of an action of the source.

1.4 What Are the Principles of Surveillance?
In planning and using a covert human intelligence source, South Lanarkshire Council employees and investigators on behalf of the Council shall comply with the following principles.

a)
Lawful purposes - the use of a covert human intelligence source shall only be carried out where necessary to achieve one or more of the permitted purposes (as defined in the Acts), i.e. it must be:

1. for the purpose of preventing or detecting crime or the prevention of  disorder;

2. in the interests of public safety;


3.
for the purpose of protecting public health:


Only if one or more of these purposes are met can there be any consideration of undertaking the activity.
b)
Necessity – the use of a covert human intelligence source shall only be undertaken where it is necessary for one of the purposes mentioned in paragraph a) abiove. The conduct that it is aimed to prevent or detect must be identified and clearly described. It must also be explained why there is no reasonable and effective alternative way of achieving the desired objective(s).

c)
Effectiveness – planned use of a covert human intelligence source shall be undertaken only by suitably trained or experienced employees, or under their direct supervision.

d) Management – there must be suitable management structures in place to manage the source and to prevent ant harm coming to the source (see later)

e)
Proportionality – the use and extent of the use of a covert human intelligence source shall not be excessive i.e. it shall be in proportion to the significance of the matter being investigated, including the possibility of significant  collateral intrusion. An authorisation should demonstrate how an authorising officer has reached the conclusion that the activity is proportionate to what it seeks to achieve including an explanation of the reasons why the method, tactic or technique proposed is not disproportionate.  An authorisation should make it clear that the following elements of proportionality have been fully considered:

· balancing the size and scope of the  operation against the gravity and extent of the perceived mischief;

· explaining how and why the methods to be adopted will cause the least possible intrusion on the target and others;

· that the activity is an appropriate use of the legislation and the only reasonable way, having considered all others, of obtaining the necessary result; and

· providing evidence of other methods considered and why they were not implemented. .

f)

Collateral intrusion – reasonable steps shall be taken to minimise the acquisition of personal information of others who are not directly involved in the investigation or operation being carried out. An excessive amount of collateral intrusion could mean that the use of the source is not proportionate.

g) Authorisation – all uses of a covert human intelligence source must be authorised in accordance with the Protocols described below.

1.5 What if the Surveillance is of, or could include, employees?
RIPSA is only to be used by the Council for its “core” functions. Investigations into staff conduct are unlikely to fall within a core function and accordingly RIPSA should not be used to carry out surveillance on employees – Investigatory Powers Tribunal (C v The Police and Secretary of State for the Home Office IPT/03/32/H) 14 November 2006. However the Council considers that employees as individual should have the same protection as members of the public and surveillance of employees should receive an equivalent scrutiny and protection to that provided under RIPSA. 

 If surveillance of South Lanarkshire Council employees is being planned, the office intending this should only do so after consulting the Head of Personnel and the Head of Administration & Legal Services. 

Remember that information obtained on Council employees during an investigation of other people amounts to collateral intrusion and must be taken account of when considering an application for authorisation.

PART 2 - HOW TO OBTAIN AN AUTHORISATION
2.1 The role of the RIPSA Monitoring Officert
As at the date of this Protocol (November 2016) there have been no applications for use of a covert human intelligence source by South Lanarkshire Council. If you are considering using such a source it is essential that you first of all contact the Head of Administration & Legal Services for advice.

After consulting with and obtaining the approval of the Head of Administration & Legal Services to the use in principle of a covert human intelligence source any application must be sent to one of the Council’s RIPSA Monitoring Officers in Legal Services before being passed to the Authorising officer. The Monitoring Officers have undergone Home Office training in relation to disclosure of communication and will check the application for to ensure that there is sufficient information contained in it to enable the Authorising officer to make an informed decision. The Monitoring Officer will not consider whether the application should be granted, that is the role of the Authorising officer. However if the Monitoring Officers considers there to be insufficient information in the application it will be returned to the application with an explanation of why it has been rejected.

Additionally originals of the application form and any related papers will be retained by the Monitoring Officers in a central register within Legal Services.

The RIPSA Monitoring Officers are Margaret Mary Cairns, Legal Services Manager (Extn 4501) and Hazel Lawson, Legal Services Manager (Extn. 4559). 

2.2 Who can grant an Authorisation?

The Act requires that officers, who have a high degree of responsibility within the Council, may only grant authorisations.  Regulations and the Code of Practice made under the Act refer to these officers as “authorising officers” and set minimum levels of responsibility of these officers.  The levels laid down and their corresponding levels within the Council are as follows

Regulations

Council

	Chief Executive 
(or Executive Director) 

	It has been decided that only the Chief Executive or, in his/her absence an Executive Director may authorise the use of a Covert Human Intelligence Source.


2.3 What if an Authorisation is required urgently?
On rare occasions, it will be necessary to apply for an authorisation as a matter of urgency. Urgency would normally arise where the time that would elapse before the Authorising officer was available to grant the authorisation would be likely to endanger life or jeopardise the operation or investigation for which the authorisation was being given.  Urgent cases do not arise when there have been a failure on the part of the officer seeking the authorisation.  Whilst all applications should be made in writing, an application for an urgent authorisation may be made orally to the Chief Executive or, in his/her absence, an Executive Director. 
2.4 What about obtaining confidential information?
Applications where a significant risk of acquiring confidential material has been identified shall always require the approval of the Chief Executive or in his/her  absence the Executive Director of the Resource of which the service forms part. However an Executive Director can only consider applications which disclose confidential information if the Chief Executive is absent and that it would prejudice the investigation to wait until the Chief Executive became available. Confidential information is

· Matters subject to legal privilege

· Confidential personal information such as information on mental health and other counselling if confidential or disclosure is prohibited by law and

· Confidential journalistic material i.e. information received by journalists in confidence.
· Communication  between a minister of religion and an individual relating to the latter’s spiritual welfare,
· Between a Member of Parliament and a constituent relating to constituency matters
Information obtained as part of the surveillance which discloses someone’s religious or other beliefs is not in itself confidential information.  There should be an element of recognised confidentiality about the information i.e. information arising from religious counselling, such as confession etc.

However it might not always be clear whether the information which may be obtained falls within the definition of “Confidential Information”.  In any case where there is a possibility that the information obtained may fall into this category, then the applicant officer must contact Legal Services in order that the position can be clarified.  This must be done prior to the authorisation being sought.

All investigations which have been identified as possibly disclosing confidential information must be specifically highlighted and all information obtained retained until the next inspection by and brought to the attention of the Commissioner   or his/her inspector at that inspection regardless of whether the official investigation has been completed.
2.5 What are the duties of an Authorising officer?
On receiving an application for an authorisation, the Authorising officer must ensure that the requirements of the law are met. Therefore he/she must be satisfied that

· One of the purposes exists AND

· The surveillance is absolutely necessary AND

· The surveillance is proportionate AND

· There are suitable management arrangements in place in relation to the source (see later).
If the Authorising officer is not satisfied that all of these conditions are met then he/she is under a duty to refuse the application. Remember that on any challenge it shall be the Authorising officer who will need to justify the granting of the authorisation and not the applicant officer.

2.6 What about Proportionality?
Proportionality will be the most likely area for challenge. The authorising officer should not merely consider the investigation but its wider possible effects. So not only must he/she be satisfied that the need for the use of the source outweighs the individual’s expectation of privacy, but also should consider whether there is, for instance, any unnecessary or excessive collateral intrusion, the possibility of disclosure of confidential information and any possible harm to the source. Please see paragraph 1.4.e for a fuller description of what are the requirements of proportionality. 
2.7 Can Young People or Vulnerable individuals be used as Sources?
Young people (people under the age of 18 years old) or vulnerable individuals can be used as Covert Human Intelligence Sources. However this is strongly discouraged and should only occur where there is no alternative available adult source and the seriousness of the investigation warrants the use of a young person or such a person.  No person under the age of 16 years old is to be used in an investigation where the subject of surveillance is their parent or has parental responsibilities (as defined in the Children (Scotland) Act 1995) for the young person.

2.8 What management arrangements need to be put in place?
There needs to be proper oversight and management of the source. Therefore every source must have a designated handler and a designated controller. The Council should take account of possible risks to the source and carry out a risk assessment, in case the source’s purpose should become known.

Where the source is under 18 years of age, the risk assessment must, also, show:

· The nature and magnitude of any risk of physical injury and/or psychological distress to the source have been identified and evaluated and

· The authorising officer has considered the risk assessment and is satisfied that any risks are justified and, if they are, that they have been explained to and understood by the source and

· The authorising officer is aware whether the subject of the surveillance is a grandparent, parent, brother, sister, uncle or aunt (including by marriage), a formal guardian or a person who has assumed responsibility for the source’s welfare and, if it is, has given particular consideration to whether the authorisation is justified in light of that fact.

Where the source is under 16 years of age, there must be an officer responsible for ensuring that there is an appropriate adult present at all meetings with the Council or any other investigating authority.
An appropriate adult means:

· The parent or formal guardian of the source

· Any other person who has assumed responsibility for the welfare of the source or

· If neither of the above persons is available, any responsible person who is neither a member of nor employed by the Council or any other authority taking part in the investigation.

This requirement ceases when the source becomes 16 years old.

Proper records must be kept in relation to the use of the source. Descriptions of the records which should be kept are detailed in the Act and in the Code of Practice.  The records kept must contain particulars on the matters detailed in Appendix 1.

2.9 How long do authorisations last?
Urgent authorisations which have been granted orally unless renewed will expire after 72 hours.

Where the source is under the age of 18 years old, the authorisation will last for 1 month from the date of granting.

Otherwise authorisations last for twelve months from the date of granting i.e. they expire at 23.59 hrs on the day preceding twelve months from the date of granting in terms of the Act. However all authorisations should be reviewed regularly by the authorising officer.
2.10 What happens at a Review?
This review must take place monthly or sooner depending on the circumstances of the investigation. When the authorisation is granted at that time the authorising officer will state when the next review is to take place. At each review the authorising officer shall complete a review form, confirming that the original criteria adopted for granting the authorisation still meet the approval tests.

If surveillance has been carried out and has proved unfruitful, then it is doubtful whether anything will be gained from the further use of the source. Under those circumstances it may be disproportionate to continue to use the source. Consequently said authorisation must be cancelled by the authorising officer.

2.11 Can authorisations be renewed?
Prior to (but not after) expiry, officers can apply to have the authorisation renewed on the same terms as before.

An authorisation can only be renewed if the authorising officer has considered whether the source has been used during the period of authorisation and how the source has been used and the information obtained.  In addition, where the source is under the age of 18 years old, the authorising officer must obtain an updated risk assessment in order to be satisfied that risks are still justified.  If he/she is not satisfied with these matters then the authorisation should not be renewed.

In very urgent cases the authorisation can be renewed in a similar way for the granting of an urgent application, For the avoidance of doubt, urgency would normally arise where the time that would elapse before the authorising officer was available to grant the authorisation would be likely to endanger life or jeopardise the operation or investigation for which the authorisation was being given.  Urgent cases do not arise when there have been a failure on the part of the officer seeking the authorisation.
2.12 Who cancels authorisations?
If it becomes obvious that the use of the source has not been fruitful i.e. is disproportionate or has met its purpose then the authorisation must be cancelled by the authorising officer. However if the original authorising officer is no longer available i.e. left the Council’s employment the authorisation must be granted by his/ her replacement or a more senior officer.  If the post of the authorising officer is not filled then the authorisation must be cancelled by an officer of the same rank, or above who has taken over the responsibilities of the original authorising officer. If for some reason that person is not available then the authorisation may be cancelled by any officer of the Council who could have granted that level of authorisation.
2.13 What Documents are to be used?
This Protocol uses the following documents:

I. The use of a covert human intelligence source - Written Authorisation
This form should be completed by the applicant in all cases except those covered by oral authorisation (below).  It is affective from the time that approval is given.

This form includes a record of an oral authorisation, which should be completed by the applicant.  It should be used only in cases where the urgency of the situation makes the submission of a written application impractical.  It should be countersigned by the original authorising officer on the same day if possible.

II. The use of a covert human intelligence source - Renewal of Authorisation 
This should be completed by the applicant in all cases where surveillance is required beyond the previously authorised period (including previous renewals).

III. The use of a covert human intelligence source - Review
This should be used by the authorising officer when reviewing an authorisation.

IV. The use of a covert human intelligence source - Cancellation
This should be completed by either the applicant or the authorising officer when the authorisation ceases to be either necessary or appropriate.
Due to the level of scrutiny required for the Council to authorise a covert human intelligence source these documents are not available on the intranet unlike forms for directed covert surveillance. If any officer is considering the use of a covert human intelligence source they should contact  either of  the RIPSA Monitoring Officers in the first instance -  Margaret Mary Cairns, Legal Services Manager (Extn 4501) or Hazel Lawson, Legal Services Manager (Extn. 4559). 

2.14 Do the documents have to be kept and if so how securely?
Documents created under this Protocol are highly confidential and shall be treated as such.  Services shall make proper arrangements for their copies of the documents’ retention, security and destruction, in accordance with the requirements of the Data Protection Act 1998 and the Code of Practice, including making available to the Surveillance Commissioner or any of his staff

Resources should maintain a register of current and past authorisations (including those which have been refused by an authorising officer).  Applicant officers shall ensure that sufficient information is provided to keep this up to date. All original applications and related papers will be kept in the central register for the whole of the Council located within Legal Services, Finance & Corporate Resources.  Records of authorisations re granting, renewing or cancelling authorisations, together with copies of the relevant forms and any supplementary documentation referred to by the authorising officer when making his/her decision should be sent monthly to the Central Register.  The date of any review of any authorisation should also be notified to the Register as part of that information.

Records must be kept until the next inspection by the Commissioner or one of his Inspectors to ensure that they are available for inspection. Material must not be destroyed without the consent of the authorising officer.
The following information is required to be kept in the records relating to each source:
 (a) the identity of the source;

(b) the identity, where known, used by the source;

(c) any relevant investigating authority other than the authority maintaining the records;

(d) the means by which the source is referred to within each relevant investigating authority;

(e) any other significant information connected with the security and welfare of the source;

(f) any confirmation made by a person granting or renewing an authorisation for the conduct

or use of a source that the information in paragraph (e) has been considered and that any

identified risks to the security and welfare of the source have where appropriate been properly  explained to and understood by the source;

(g) the date when, and the circumstances in which, the source was recruited;

(h) the identities of the persons who, in relation to the source, are discharging or have

discharged the functions mentioned in section 7(6)(a) to (c) of the 2000 Act or in any order

made by the Scottish Ministers under section 7(2)(c);

(i) the periods during which those persons have discharged those responsibilities;

(j) the tasks given to the source and the demands made of him or her in relation to their

activities as a source;

(k) all contacts or communications between the source and a person acting on behalf of

any relevant investigating authority;

(l) the information obtained by each relevant investigating authority by the conduct or use

of the source;

(m) any dissemination by that authority of information obtained in that way; and

(n) in the case of a source who is not an undercover operative, every payment, benefit or

reward and every offer of a payment, benefit or reward that is made or provided by or on

behalf of any relevant investigating authority in respect of the source's activities for the

benefit of that or any other relevant investigating authority. 
(The Regulation of Investigatory Powers (Source Records) (Scotland) Regulations 2002)
2.15 What happens if no authorisation is obtained?
Basically the Council could be acting illegally as they could be infringing a person’s rights under the Human Rights Act 1998 and the European Convention of Human Rights.

Practical consequences could be:

· Courts will need to consider whether not obtaining the authorisation means that the evidence recovered can be used. This is the same for both criminal prosecutions and civil cases. It could mean that a prosecution could collapse or the Procurator Fiscal could refuse to take any action on the case. This could cause difficulties and embarrassment to the Council and personal embarrassment to the officer concerned.

· Civil cases such as court actions against anti-social tenants could be equally compromised and result in the Council being unable to meet its aspirations.

· However there are other remedies available to aggrieved individuals. There is an independent scrutiny system, which could lead to the formal investigation of the Council and possible adverse reports being issued.

· Also there could be a claim for damages against the Council for the breach of the individual’s human rights.

It is in order to avoid these possible situations that the officers of the Council are expected to obtain authorisations for surveillance.

PART 3 - WHAT IF A PERSON WANTS TO MAKE A COMPLAINT?

Any one who is unhappy about the way the Council has used or is using a covert human intelligence source may make complaint through either internal or external procedures. The decision as to which procedure should be used lies with the individual concerned.

3.1 How to use the internal procedure
If the person wishes to complain using the Council’s internal procedures, then the complaint should be, in the first instance addressed to the Executive Director of the Resource using or has used the source. If this is unknown then the complaint should be made to the Council’s Monitoring Officer (the Executive Director (Finance & Corporate Resources)). The complaint should be in writing and give details as to who is making the complaint.

All Executive Directors may be contacted at the following address:-

Council Offices

Almada Street

HAMILTON

ML3 OAA

The Council will then investigate using officers who were not involved in the use of the source. Where possible the applicant will be advised of the outcome of the investigation, however this might not be possible i.e. where the Council is unable to do so without prejudicing the safety of the source.
3.2 How to use the external procedure
If a person wishes to complain directly to an independent body or has used the Council’s internal procedures and is still dissatisfied, then he/she may complain to the Investigatory Powers Tribunal. Complaints should be made in writing to;

The Investigatory Powers Tribunal

PO Box 33220

London

SWIH 9ZQ.

Notices and explanatory information on how to make a complaint, copies of this Protocol and any Council Policies, together with copies of the relevant forms, Code of Practice and the Regulation of Investigatory Powers (Scotland) Act 2000 must be made available in the public offices of Resources who may be carrying out surveillance.

Head of Administration & Legal Services

November 2016
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